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Security and Authentication
SECURITY SCHEMES

KEY TYPE DESCRIPTION

Authorization apiKey API token authorization system Bearer <api_token> <br> <b>Pass in 
Request Header: { Authorization: Bearer <api_token>, 
accept:application/json }</b>
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API
1. ORGANIZATION

1.1 GET /api/v2/organization/users

Get list of organization user

Returns list of organization user

REQUEST
No request parameters

RESPONSE

STATUS CODE - 200: Successful operation

RESPONSE MODEL - application/json

 {
 User resource

data [{
Array of object:  User model

id integer ID
name string Name of the user
first_name string First name of the user
last_name string Last name of the user
email string Email address of the user
created_at string Created at
updated_at string Updated at

}]
}

STATUS CODE - 401: Unauthenticated

STATUS CODE - 403: Forbidden

1.2 GET /api/v2/organization/locations

Get list of organization location

Returns list of organization location

REQUEST
No request parameters

RESPONSE

STATUS CODE - 200: Successful operation

RESPONSE MODEL - application/json

 {
 Location resource
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data [{
Array of object:  Location model

id integer Primary ID
location_id integer Location ID
name string Name of the location
first_name string First name of the location owner
last_name string Last name of the location owner
created_at string Created at
updated_at string Updated at

}]
}

STATUS CODE - 401: Unauthenticated

STATUS CODE - 403: Forbidden
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2. TAGS

2.1 GET /api/v2/tags

Get list of tags

Returns list of tags

REQUEST

QUERY PARAMETERS

NAME TYPE DESCRIPTION

type string user-tag/system-tag

RESPONSE

STATUS CODE - 200: Successful operation

RESPONSE MODEL - application/json

 {
 Tag resource

data [{
Array of object:  Tag model

id integer ID
name string Name of the tag
user_id integer User Id
is_all integer 1 for system tag 0 for user tag
created_at string Created at
updated_at string Updated at

}]
}

STATUS CODE - 401: Unauthenticated

STATUS CODE - 403: Forbidden

2.2 GET /api/v2/tags/by-category

Get list of tags by category

Returns list of tags by category

REQUEST
No request parameters

RESPONSE

STATUS CODE - 200: Successful operation

RESPONSE MODEL - application/json

 {
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 Tag resource

data [{
Array of object:  Tag model

id integer ID
name string Name of the tag
user_id integer User Id
is_all integer 1 for system tag 0 for user tag
created_at string Created at
updated_at string Updated at

}]
}

STATUS CODE - 401: Unauthenticated

STATUS CODE - 403: Forbidden

2.3 GET /api/v2/user/{organizationUser}/tags

Get list of organization user tags

Returns list of tags

REQUEST

PATH PARAMETERS

NAME TYPE DESCRIPTION

*organizationUser integer Organization user id

QUERY PARAMETERS

NAME TYPE DESCRIPTION

type string user-tag/system-tag

RESPONSE

STATUS CODE - 200: Successful operation

RESPONSE MODEL - application/json

 {
 Tag resource

data [{
Array of object:  Tag model

id integer ID
name string Name of the tag
user_id integer User Id
is_all integer 1 for system tag 0 for user tag
created_at string Created at
updated_at string Updated at

}]
}

STATUS CODE - 401: Unauthenticated

STATUS CODE - 403: Forbidden
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2.4 GET /api/v2/user/{organizationUser}/tags-by-category

Get list of organization user tags by category

Returns list of tags by category

REQUEST

PATH PARAMETERS

NAME TYPE DESCRIPTION

*organizationUser integer Organization user id

RESPONSE

STATUS CODE - 200: Successful operation

RESPONSE MODEL - application/json

 {
 Tag resource

data [{
Array of object:  Tag model

id integer ID
name string Name of the tag
user_id integer User Id
is_all integer 1 for system tag 0 for user tag
created_at string Created at
updated_at string Updated at

}]
}

STATUS CODE - 401: Unauthenticated

STATUS CODE - 403: Forbidden

2.5 GET /api/v2/location/{organizationLocation}/tags

Get list of organization location tags

Returns list of tags

REQUEST

PATH PARAMETERS

NAME TYPE DESCRIPTION

*organizationLocation string Organization location id

QUERY PARAMETERS

NAME TYPE DESCRIPTION

type integer user-tag/system-tag
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RESPONSE

STATUS CODE - 200: Successful operation

RESPONSE MODEL - application/json

 {
 Tag resource

data [{
Array of object:  Tag model

id integer ID
name string Name of the tag
user_id integer User Id
is_all integer 1 for system tag 0 for user tag
created_at string Created at
updated_at string Updated at

}]
}

STATUS CODE - 401: Unauthenticated

STATUS CODE - 403: Forbidden

2.6 GET /api/v2/location/{organizationLocation}/tags-by-category

Get list of organization location tags by category

Returns list of tags by category

REQUEST

PATH PARAMETERS

NAME TYPE DESCRIPTION

*organizationLocation integer Organization location id

RESPONSE

STATUS CODE - 200: Successful operation

RESPONSE MODEL - application/json

 {
 Tag resource

data [{
Array of object:  Tag model

id integer ID
name string Name of the tag
user_id integer User Id
is_all integer 1 for system tag 0 for user tag
created_at string Created at
updated_at string Updated at

}]
}

STATUS CODE - 401: Unauthenticated

STATUS CODE - 403: Forbidden
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